Generalized Radio Environment Monitoring for Next Generation Wireless
  Networks by Turkmen, Halise et al.
1Generalized Radio Environment Monitoring for
Next Generation Wireless Networks
Halise Tu¨rkmen, Muhammad Sohaib J. Solaija, Student Member, IEEE,
Haji M. Furqan and Hu¨seyin Arslan, Fellow, IEEE
Abstract—Enabling technologies of 5G and beyond wireless
communication networks, such as millimeter-wave communica-
tion, beamforming, and multiple-input multiple-output (MIMO)
antenna systems, are becoming increasingly dependent on ac-
curate information of the physical environment for optimized
communication performance. The acquisition of this information
is a significant challenge, which can be eased by knowledge of the
radio environment. Radio environment mapping (REM) has long
been considered an enabler of cognitive radios (CRs). However,
the limitations of radios effectively confined the application of
REM to spectrum sensing and interference mapping. With the
advent of more capable software-defined radios and advanced
networks, the idea of a truly intelligent communication system
empowered by enhanced REM can be realized. To this effect,
we propose the generalized radio environment monitoring (G-
REM) concept to include all aspects of the radio environment. We
outline a general, self contained framework which enables radio
environment monitoring in standalone devices. The presented
G-REM framework comprises of different information sources,
sensing methods, sensing modes, and mapping techniques to
enable the realization of more reliable, secure, efficient, and
faster future wireless networks. The accompanying challenges
and future research direction are also provided.
INTRODUCTION
While the fifth generation (5G) of wireless networks already
diversified the communication paradigm by introducing ser-
vices such as massive machine type communication (mMTC)
and ultra-reliable low latency communication (uRLLC) in
addition to the evolving enhanced mobile broadband (eMBB)
[1], this trend of enriching the application domain is set
to continue with the upcoming sixth generation (6G). Ap-
plications such as long-distance high mobility communica-
tion (LDHMC), extremely low-power communication (eLPC),
extended reality (XR), and previously unexplored combina-
tions of the 5G services are expected to dominate the future
networks [2].
The diversity in requirements necessitates networks capable
of intelligently adapting to the varying user requirements
and network provisions. The efforts to impart intelligence to
communication systems in the form self-organizing networks
(SONs) [3] and cognitive radios (CRs) [4] have fallen sig-
nificantly short of the said goal. SON primarily focuses on
observation of measurements within the network to configure
its parameters for easier configuration, optimization, and
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management while the prevalent CR concept is limited to
monitoring the radio spectrum for opportunistic access.
Neither of the aforementioned mechanisms, however, con-
siders/exploits the knowledge of other parameters such as
user-related information, waveform information, and propaga-
tion environment. This can be leveraged not only to improve
the communication performance by empowering technolo-
gies such as millimeter-wave (mmWave) communications,
multiple-input multiple-output (MIMO) systems, coordinated
multipoint (CoMP) networks, and multinumerology systems -
all of which depend on the radio environment - by providing
information related to the propagation conditions, but also
enhance the sensing capabilities for applications such as
motion detection, gesture recognition, health monitoring, and
so on. With the exception of some isolated efforts to enable
easier construction of local and cached radio environment
maps (REMs), this task has been primarily left to base stations
(BSs) and network control centers due to limited processing,
storage, and communication capabilities of legacy devices.
This has meant the application of REM in real life is limited
to received signal strength indicator (RSSI) mapping and
spectrum monitoring for interference mitigation and CRs,
respectively.
However, the greater availability of more capable hardware
and wireless technologies, such as fog/edge computing, high
capacity backhaul links, and network slicing, combined with
emerging integrated sensing and communication technologies,
means more devices can construct their own REM. This mo-
tivates the concept of a generalized radio environment moni-
toring (G-REM), presented in this work, targeted at acquiring
multi-dimensional information of the radio environment. It
includes information of the network, environment, line-of-
sight (LoS) characteristics, multiple accessing techniques,
waveform, hardware impairments, and so on, as illustrated
in Fig. 1. The environmental information can be leveraged to
optimize the deployment of reconfigurable intelligent surfaces
(RISs) and relays to improve communication quality, mobility
patterns can be utilized to perform predictive handovers ensur-
ing ubiquitous connectivity, while user behavior and prefer-
ences can be employed to improve content caching alleviating
backhaul load. Moreover, different sensing applications such
as gesture recognition, localization, and user tracking can also
be enabled by improved environment monitoring.
To this end, we contribute the following to the literature:
• The G-REM framework is presented which covers the
various construction methods and different parameters of
interest that can be learnt regarding a radio environment.
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Figure 1. Illustration of the generalized radio environment monitoring (G-REM) concept. The radio environment information is
made up of (but not limited to) knowledge regarding network infrastructure, propagation environment, attributes of the physical
signal (multiple accessing scheme, waveform, modulation, etc.), and characteristics of the user equipment.
• The applications of G-REM in the context of future
wireless networks are discussed including the provision
of secure communication and optimized network deploy-
ment.
• The challenges in the way of realizing the proposed
G-REM concept are highlighted and directions for pos-
sible solutions are proposed.
The structure of the paper is as follows. The general frame-
work of REM is described, providing both its constituents
and construction methods. Applications of this framework in
the context of next generation wireless networks are then
discussed before the research challenges and future directions
are highlighted. In the end, conclusions are drawn.
GENERALIZED RADIO ENVIRONMENT MONITORING
FRAMEWORK
Preliminaries
There is a need to clarify some terminologies that are
frequently used interchangeably in the literature:
• Radio Environment Sensing: The process and methods
of extracting or measuring raw data from the received
signals.
• Radio Environment Map/Mapping: A collection of in-
tegrated databases containing information relevant to
the radio environment, and the data processing/mapping
methods [5] required to map sensed data to other do-
mains or extract user/environment patterns.
In addition to these, low level data is the raw sensed data
without any processing, also referred to as observable data,
whereas high level or derivable information, is a result of
intelligent interpretation of the low level data. Another distinc-
tion to be kept in mind is between sensing and communication
signals. The former do not contain user information and have
better sensing capabilities compared to the latter, while the
latter contain user data and even though they can be enhanced
for sensing, that is not their sole purpose. The rest of the
article will assume the aforementioned definitions for these
terms.
Overview of the Framework
The framework comprises of the various processes asso-
ciated with the initiation and management of environment
sensing, collection of data, and storage or processing this data
to gain radio environment awareness, as illustrated in Fig. 2.
The different entities of the G-REM framework are:
• nodes participating in the radio environment monitoring
process
• methods to perform radio environment sensing,
• sensing modes enabling the different sensing methods as
well as sensing qualities
• methods to map the sensed spectrum and environment
measurements to information in different domains
• external sources of information to aid in the sensing
process
• the sensed data and the derived information
G-REM Node Types
Nodes are taken to be wireless-capable devices in the
network or area of sensing. Depending on their role in the
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Figure 2. Generalized radio environment monitoring framework
radio environment sensing process, they are classified into
three groups:
• G-REM Capable Nodes: These nodes can initiate a
sensing or monitoring instance in response to informa-
tion requests by applications and have the resources to
perform the required sensing and/or mapping methods.
• Responding Nodes: These nodes actively take part in the
sensing instance by either transmitting sensing signals or
their measurements from received sensing signals.
• Communicating Nodes: These nodes are not active par-
ticipants of the sensing instance and are transmitting
communication signals only.
Sensing Modes
Before going to the specific sensing modes, it is important
to define a sensing instance as the duration when the G-REM
capable device actively monitors the radio environment. This
state is induced by an information request from an application
and lasts for a fixed amount of time. Choosing the appropriate
mode for any sensing instance and its parameters is crucial in
many aspects.
• Opportunistic: The G-REM capable node uses its trans-
mitted and received communication signals for radio
environment monitoring.
• Passive: The G-REM capable node does not take part
in any communication or active sensing process, but
exploits transmissions between other devices.
• Periodic: Sensing signals are transmitted with a certain
frequency, usually related to the required resolution or
accuracy.
• Instantaneous: Here, a single burst of measurements is
taken. This mode can be used if there is already prior
knowledge of the environment and a validation check is
required.
• Threshold Based: Sensing occurs as described in one of
the above modes, but mapping or forwarding information
only occurs if the raw data passes a certain threshold.
Depending on the sensing process, these modes can be used
in two configurations: Feedback and No Feedback. In the
Feedback configuration, the G-REM capable node transmits
sensing signals and responding nodes perform radio envi-
ronment sensing. Then, they forward their measurements to
the G-REM capable node. In No Feedback configuration, the
responding nodes transmit the sensing signals and the G-REM
capable node itself performs sensing measurements.
The sensing mode is mostly dependent on the device
state, sensing, and mapping methods and sensing parameters
are dependent on the communication traffic and available
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Figure 3. A schematic depicting a simple G-REM process
resources. Each mode has its own advantages and disad-
vantages regarding power and spectral efficiency, accuracy,
resolution, and communication performance. For example,
opportunistic, passive, and instantaneous sensing modes add
little to no additional traffic load, whereas it can be quite high
for periodic sensing mode. However, if there are insufficient
communication transmissions and/or the application requires
continuous measurements, the first three sensing modes are
not suitable and this load is necessary.
Sensing Methods
Sensing methods, the most popular of which is radio
detection and ranging (radar), focus on the acquisition of
low level data. The radar works by sending transmissions,
usually a linear frequency modulated continuous chirp, and
correlating the reflected signals with the transmitted ones to
get the delay and Doppler frequency. These are then mapped
to the range and velocity of the detected object. The angle
of arrival (and therefore, the position) can also be detected
using rotating directional antennas or phased-array antennas.
The size of the object can be known through successive, fine
beamed measurements or reflected power [6].
The relatively new joint radar and communication (JRC)
concept applies radar principles to communication systems.
Three main concepts are studied here: coexistence, RadComm
systems, and CommRad systems. Coexistence refers to radar
and communication waveforms utilizing the same resources
while being orthogonal in at least one domain. RadComm
and CommRad systems are also referred to as dual function
radar communication (DFRC) systems. The main idea is to
develop hybrid waveforms with both radar and communica-
tion capabilities. In RadComm systems, radar waveforms are
modulated with data to give it communication capabilities.
CommRad systems have communication waveforms with en-
hanced correlation properties to improve radar performance,
generally through using highly correlated sequences or mul-
tiplexing radar and communication waveforms.
The data and control signals are also a source of infor-
mation. The communication related methods in the physical
layer (PHY) and medium access control (MAC) layer, such
equalization which gives channel state information (CSI) as a
byproduct, result in many of the low level measurements. The
data, if it can be demodulated, can also contain information
that can be used to infer high level data and improve com-
munication. Control signals contain information on devices,
spectrum occupancy, multiplexing methods, and so on. [7].
Lastly, blind signal analysis (BSA) is another emerging con-
cept in wireless communication where signal detection and
analysis is performed with limited, global information, and
machine learning methods. Though the sensing methods may
differ, the observable data remains more or less the same.
Mapping Methods
The mapping methods, shown in Fig. 2, can be functions,
models, or algorithms used to relate data from one domain to
another or map the observed data to the desired information.
For example, various interpolation algorithms can be used to
estimate missing values. Signal processing and transformation
algorithms are used to filter noise and erroneous measure-
ments and analyze the data in different domains [8].
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Non-radio related information can also be used to improve
the accuracy and performance of G-REM. There are three
main sources of external information.
1) Network Entities: This refers to the elements of the
network infrastructure (e.g. BSs, network control centers,
access points and routers). Information provided by these
sources could be network policies/protocols, network devices
and users, devices/users of other operators, and so on.
2) Device Sensors: This can be any sensor(s) on the device
(e.g. accelerometer, gyroscope, camera, pressure sensor, etc.)
that can give information on relative velocity, orientation,
surroundings, and so on.
3) Online Databases: This information can be accessed
through the internet. Terrain maps, traffic patterns, and so on
are examples of possible information.
G-REM Process
The general operation of the G-REM framework is given
in Fig. 3. An information or continuous monitoring request
by a device or application is made to the G-REM manager.
The lack of requested information causes the initiation of a
sensing instance. Here, certain parameters may be provided
by the application to determine the sensing mode, sensing
method, and mapping method. Example parameters can be:
• Period T : Duration of the sensing instance.
• Frequency f : Number of sensing transmissions per sec-
ond. It is related to the time resolution of the derived
information.
• Threshold Th: Cutoff value for the threshold based
sensing mode.
• Performance Metrics: Defines the desired quality of
the sensed data and derived information, the sens-
ing/mapping methods, and sensing signal parameters like
bandwidth.
The parameters must be used to perfectly meet the sensing
requirements of the applications. However, since the real-life
scenarios may not permit this, optimization must be performed
by the framework.
Once the sensing mode is selected, the radio environment
sensing takes place and the observed data is processed using
the radio environment mapping methods, if it is required,
and sent to the application. When the sensing period is over,
the sensing instance is terminated. The sensing period may
be indefinite for continuous monitoring applications, like fall
detection, or fixed for applications with a known duration, like
beam management for communication.
APPLICATIONS OF G-REM
Enhancing Physical Layer Security
The proposed G-REM framework promises to be a critical
enabler of the cognitive security concept, capable of providing
adaptive security to users depending on application require-
ments, network conditions, and expected threats. Information
from the network, particularly 5G quality of service (QoS)
identifier (5QI), defines the application requirements [9] while
other G-REM parameters such as hardware impairments allow
user authentication, and location information can be used to
determine threat level (as in the case of vehicular communi-
cation) or empower directional transmission to ensure secure
transmission [10].
G-REM-aided CoMP Systems
CoMP systems utilize the coordination between geographi-
cally separated transmission points to improve communication
performance, particularly at cell edges. G-REM based infor-
mation regarding interference levels, propagation conditions,
network congestion, and possible mobility can help identify
the best possible coordination clusters for users, leading to
better QoS.
Aiding Intelligent Multi-Antenna Systems
G-REM can provide information on the spectrum and
predict channel quality variation in time using spectrum us-
age patterns, mobility information, interference patterns, and
much more. It can also provide information on the position
and trajectory of the user equipment (UE), as well as ob-
stacles, facilitating dynamic beam-management for mmWave
MIMO systems and optimizing RIS placement and control.
One obstacle in the mass deployment of mmWave systems
is the channel estimation overhead. For this reason, these
systems are primarily time-division duplexing (TDD) systems,
where the channel is assumed to be reciprocal and has a
geometric correlation. However, recent works in the literature
have been able to estimate some channel parameters in the
down-link for frequency-division duplexing (FDD) massive
MIMO (mMIMO) systems using the spatial reciprocity in
the propagation paths of the wireless signals. They map the
channel information of the uplink channel to the downlink
channel by reconstructing the multipath [11]. This is a direct
application of the G-REM framework.
Forming and Coordinating Ad-hoc Networks
With the steady increase of different devices and their com-
munication requirements - from sensor networks to internet of
things (IoT) devices to vehicle-to-everything (V2X) commu-
nications, the under-realized ad-hoc network concept needs
to be revisited. The G-REM framework can improve the
cooperation and coordination in these networks. Devices
performing the G-REM process can behave intelligently. For
example, G-REM can be used to differentiate among the
devices and form social patterns. In this way, reputation based
communication and security methods can be implemented.
Mobility patterns of the devices can be used to dynamically
trim or expand the network by helping to decide which devices
have left the area and which are temporarily out of reach.
Intelligent content caching can also be performed by selecting
the devices likely to remain in the network longest for content
hosting.
Increasing Reliability of Handover Schemes
Handover is still a big issue in cellular systems. The
G-REM framework can be used by the BSs to extract mobility
patterns and associate UEs to them. Similarly, G-REM capable
UEs can construct their specific patterns and inform the BS. In
this way, UE traveling along cell edges can be differentiated
from UE leaving the cells and the handover protocols can be
initiated accordingly.
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Communication Applications
No-Feedback Channel Estimation for FDD MIMO Systems
Formation and Management of Ad-hoc Networks (MANET, FANET,
VANET), D2D Communication Management
Content Caching, Relaying, Handover
Coordinated Multi-Point Systems
Cognitive Radio, mm-Wave Beam Management
Security (Cross-Layer/PHY)
Other Applications - Use-Cases
Smart Health: Heartbeat Detection/Rate, Breathing Rate, Fever Detection, 
Monitoring Spread of Diseases, etc.
Smart Building: Automatic Lighting Adjustment, Ventilation Adjustment,
Building Security Monitoring, etc.
Smart City: Traffic Monitoring, Crowd Monitoring and Control, Crisis or
Emergency Detection, etc. 
Smart Audio: User Tracking, Intelligent Volume Adjustment, etc.
Smart Transport : Autonomous Vehicles, Intelligent Public Transport, etc.
Figure 4. Some applications of the G-REM framework in communication and other fields
Realizing True Flexibility for 6G Visions
The flexibility required in 5G systems was achieved by the
band-aid approach of multiple numerologies. However, 6G
visions have higher demands in terms of flexibility, with the
aim of not only serving even more devices but serving these
devices better - with even lower latency, more throughout,
more reliability, and security. Therefore, not only do 6G net-
works have to be incredibly flexible, they have to be proactive
as well. In order to enable this, any and all information on
the radio environment is crucial, which is where G-REM
comes in. G-REM provides radio environment awareness and
contains methods to make future predictions. These resources
can aid cognition and true flexibility in 6G devices.
CHALLENGES AND FUTURE DIRECTIONS
Securing G-REM
The above-mentioned applications of G-REM highlight its
importance in ensuring smarter, more reliable, and secure
future networks. These networks can be used for communica-
tion, sensing, and so on. Considering the extent of informa-
tion, related to the users, network, and radio environment that
resides in a G-REM, its security becomes a major concern.
The knowledge of G-REM information, if accessed by an
illegitimate node, can be used to disrupt or manipulate the
system. In terms of communication, it can lead to poor data
transmission while other applications such as sensing can
be misled to make poor (activity/gesture/mobility) detection.
Ensuring the privacy, reliability, and authenticity of all the
aspects G-REM - including sensing modes, information, and
processing - is a challenging concern that needs to be ad-
dressed.
Information Freshness vs. Overhead Trade-off
The extracted radio environment information is directly
proportional to the incurred overhead. This overhead is
manifested in terms of additional transmissions, information
exchange between nodes, processing for information extrac-
tion from the physical signal, and storage of the acquired
information. Analysis to determine the feasibility of such a
comprehensive G-REM against the gains provided in terms
of communication enhancement needs to be carried out.
Sensing Scheduling and Coexistence
Wireless networks are first and foremost a means of
communication between devices. As such, the main priority
is communication and any sensing activity must not de-
teriorate the communication performance. However, main-
taining high sensing quality without causing degradation to
the communication performance is difficult. The scheduling
of periodic sensing signals in high communication traffic
areas and times is a serious problem which is compounded
by the fact that communication transmissions are relatively
random and may have low latency requirements. Depending
on the application, reduced sensing quality can also be fatal
(e.g. in autonomous vehicles or health monitoring systems).
Furthermore, in sensing aided communication applications,
like beamforming where beam alignment is dependent on
information about the obstacles, optimizing sensing and com-
munication performances can be a conundrum.
G-REM for Green Networks
Energy efficiency is a critical application for applica-
tions/services such as IoT and mMTC. The general ap-
proaches from the network perspective in this regard include
energy harvesting or simultaneous wireless information and
power transfer (SWIPT) and BS sleeping [12]. Future real-
izations of REM need to have an additional layer comprising
of information that helps in improving energy efficiency, such
as optimized beamforming vectors for energy receivers.
Defining G-REM Quality Metrics
The conventional REM uses performance metrics such as
missed detection or false alarm rates [13]. However, such
metrics are limited to binary classification problems such
as spectrum occupancy. However, given that G-REM has
outputs that can be continuous in nature, new performance
metrics need to be defined. Similar to the aforementioned
metrics, quality indicators related to regression problems can
be borrowed from the domain of machine learning.
Integration of G-REM and Novel Technologies
Wireless communication is a rapidly developing area. How-
ever, every new development comes with its own compli-
cations which must be resolved before the communication
7system can benefit from these technologies. RIS is one such
technology currently being evaluated for integration to the
communication framework. It must also be evaluated with
respect to G-REM. For example, given that they are passive
devices, how can the G-REM framework differentiate between
channel due to RIS and its phase changes and other objects?
Similarly, the quantum radar or sensing concept utilizing
entangled particles is particularly interesting. Quantum pro-
cessing is still in its early stages and is being considered
for beyond 6G visions, but progress in this area should be
monitored in order to incorporate this technology into the
G-REM framework.
Standardization Efforts
The potential application of wireless (wireless local area
network (WLAN) in particular) sensing has led to interest
from standardization bodies such as IEEE 802.11, resulting
in the formation of a study group. Recent developments
indicate its imminent evolution to a task group, targeted at
modifying the PHY and MAC layers of the 802.11 standard
to support sensing operation in 1-7.125 GHz and above 45
GHz frequency bands. A particularly interesting topic of
discussion in this regard is the development of channel models
specifically for sensing applications [14]. Even if not feasible
from the standardization perspective, this idea can motivate
customized sensing models for different applications.
CONCLUSION
With the successful trial deployments of 5G systems in
various parts of the world, the attention of industry and
academia has turned towards the development of the vision
of 6G and identification of its enabling technologies. One
common theme among the majority of these works is the
need for an intelligent, flexible, efficient, and secure network.
This work discusses the G-REM concept - comprising of but
not limited to, knowledge regarding network infrastructure,
propagation environment, attributes of the physical signal
(multiple accessing scheme, waveform, modulation, etc.), and
characteristics of the user equipment - as an enabler of the
future wireless networks. The authors envision this G-REM to
lend intelligence to the network by assisting in the improved
deployment of nodes, better resource allocation, enhanced
sensing and efficient communication.
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